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O6 yrBepxaennu Ionutuku nHGOPMAMOHHOM 630MaCHOCTH CUTYALIMOHHOTO LIEHTPa
["ocynapcteeHHoOM xuaMIIHON HHCiekmu Pecyonuku TaTtapcran

B cooTBeTcTBMM ¢ TpUKa3OoM HavyalbHUKA [ OCYJapCTBEHHOM I KMIIMILHOM
uHcnekuuu (nanee — [OKU PT) ot 19 Hos6pst 2019 Ne 397 «O co3naHuu CUTYalMOHHOTO
LHeHTpa W YTBEPXKICHUHM TIOJ0XKEHHS O CHUTyallMOHHOM LeHTpe [ocynapcTBeHHOM
KUITMLIHOM MHCcneKuuu Pecnyonuku Tatapetan», Mp MK a3 bl B a 10:

l. yrBepauTh [losnTuKy HH(OPMALMOHHONW O€30MacHOCTH CHUTYalHOHHOIO
nentpa I 'ocynapcTBeHHOM KUNUIIHON nHCniekuuu Pecry6nuku Tatapcran;
2. KOHTPOJIb 32 UCIIOJTHEHUEM HACTOSIIEro MprUKas3a OCTaBIISIIO 32 COOO.

HauvanpHuk C.A. KpaiiHoB




VYBEPXJIEHA

MIPUKa30M HavyaJIbHHUKA
I'ocynapcTBeHHOM
YKUITHUIITHOM UHCIIEKIIUH
Pecnybnuku Tarapcran

« 2F » 42  2019r.

Ne 487

IMoanTHKa HHPOPMATHOHHOH 0€30N1aCHOCTH CHTYAallHOHHOI'O EHTPa
T'ocyzapcTBeHHOM kuaHIIHOH HHcneKnHH PecnyOiiuku Tataperan

1. OO0uIHe MoJI0KEeHHA

[Tomutka WHGOpPMAaUMOHHOW  0€30MacHOCTH  MpeArnojaraeT  Co3JaHue
COBOKYITHOCTH B3aUMOYBSI3aHHBIX HOPMaTUBHBIX U OpraHU3aIlHOHHO-
paclopsiIUTENBHBIX ~ JOKYMEHTOB,  ONpEAeIOIUX  IMOpAJoK  obecredeHus
Oe3omacHOCTH HHGOPMAIMU B MHPOPMAILMOHHBIX CUCTEMAX CUTYaLlMOHHOIO LIEHTpa
I'ocymapcTBeHHOM >kWnHInHONW uHcnekiuu Pecnmy6muku Tatapcran (manee — CLI),
yIpaBJIeHUS. ¥ KOHTPOJISI HHYOPMAIIMOHHOW 0€30IMacCHOCTH, a TaK)Ke BBIIBHIAIOIINX
TpeOOBaHMSI 110 MOANEPKAHUIO TOJOOHOr0 MOPSAIKA.

ITonuTka WHGOPMAIIMOHHOW 0€30IMaCHOCTU OTPaXKaeT MO3ULIUI0 PyKOBOACTBA
110 Bompocy obecnieuenus uHpopMaonHou 6e3onacHocTH CLI,

INonutrka uHGopmamonHoi 6e3omacHocty CLI HanpaBieHa Ha:

HOPMaTHBHOE DPETryJIMpOBaHUE Ipollecca oOMeHa 3alMInaeMoi HMHpopMauuen
CII ¢ B3aUMOIEHCTBYIOIIUMHU CTPYKTypaMH, IOPHAMYECKUMU U (U3HMYECKUMU
JHUIaMH;

YCTaHOBJIEHHE  ONpEeIeNIeHHOrO0  OpPraHM3allMOHHO-IIPABOBOTO  peXHMa
HCITOJTB30BaHMs HHGOpMaMOHHBIX pecypcoB CLI;

pa3paboTKy CUCTeMbl HOpMaTUBHBIX 10KyMeHTOB ClLl, neicTByrommx Ha npaBax
CTaHJApTOB W OINpPENENSIONIMX CTeNeHb KOHQHISHIMAIBHOCTA HH(OpMAIUy,
TpeOyeMBIii  YpOBeHb  3alllMIIEHHOCTH  00BekToB  HMHpopMmaTuzauuu  CLJ,
OTBETCTBEHHOCTh JO/DKHOCTHBIX JIMI[ ¥ COTPYOHHKOB 3a COOJIONEHHE JTHX
TpeOOBaHUM;

peau3alil0  KOMIUIEKCA  OpraHM3allMOHHBIX, HMHXCHEPHO-TEXHUYECKHUX,
TEXHHYECKHX U alllapaTHO-IIPOTPaMMHBIX MEPONPUATUN MO IIpeayHpeKACHUIO
HECAHKIIMOHUPOBAaHHBIX NEHUCTBUM ¢ HHQOpMaIMed U 3allUTy €€ OT yTEeYKH IO
TEXHUYECKUM KaHaJlaM;

NpeOCTaBIeHHE OJIb30BaTeNIIM HEOOXOAUMBIX CBEICHUHM JJIsi CO3HATEIBHOIO
O IEP)KaHKsI YCTAHOBIEHHOTO YPOBHS 3aIlUINEHHOCTH O0BEKTOB HH(QOPMAaTH3aLUH
CILI;

OpraHU3aIMI0 TIOCTOSHHOTO KOHTPOJIS 3((GEKTUBHOCTH MPHUHATBHIX MEP 3aIlUTHI

1 QYHKIIHOHHPOBaHHS CUCTEMBI oOecniedeHus: uHpopManuoHHo# 6e3onacHocty CLI;
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CO3/IJaHUE B COOTBETCTBYIOIIEM MUHUCTEPCTBE PE3EPBOB U BO3ZMOKHOCTEH IO
JUKBUJAIUA  TIOCICJICTBUN  HApyIICHUS peXUMa 3alluThl UHQOpManuu U
BOCCTAHOBJICHUS CUCTEMBI oOecrieueHrst THGOPMaIMOHHON O€301TacCHOCTH.

Hacrosmumii 1oKkymMeHT pa3paboTaH B COOTBETCTBHM C TpeOOBaHUSIMU
HanroHanbHOrO cranaapta Poccuiickort ®deneparuu 'OCT P UCO/MDBOK 17799-
2005.

2. Hean o0ecneuenust uHGpopMaALMOHHOI 0€30IIACHOCTH

OcHOBHOI 11eTBIO sIBIIsICTCS OOecnedeHue nHpopmarmonnon 6ezonacuoct CII,
9TO mpeanonaraeT 3PPeKTuBHOEC UHPOPMAIMOHHOE OOCTYKMBAHUE U YIMpaBICHHE
BCEMH CPEJICTBAMHM KOMIUICKCHON 3aIuThl WH(OpMAIMHU, aJCKBATHOE OTPAKCHHE
yrpo3 HHPOPMAIIMOHHOM 0€30MaCHOCTH, MOAYNHEHHOE SAMHOMY 3aMbICITY.

['maBHas 1enb npuHUMaeMbix Mep 3amuThl uHpopManuu CL coctouT B TOM,
yTOOBl ~ TapaHTUPOBATh  IEIOCTHOCTb,  JOCTOBEPHOCTh,  JIOCTYIHOCTh U
KOH(UICHIIMATBHOCT, HHGOPMAIIMM BO BCEX €€ BUAaX M (QopMax, BKIOYas
JIOKYMEHTBl W JlaHHble, O0OpalaThIBaeMble, XpaHHMbIE U IepeJaBacMbie B
MH(OPMAITMOHHO-BBIYMCIUTENBHBIX U TEICKOMMYHHKAIIMOHHBIX CHUCTEMax (rajee -
uHpopmarmonnsie cuctembl) CLI, He3aBUCHMO OT THMAa HOCUTENSI ITUX JIaHHBIX.
Opranuzaiusi ”HGOPMAIIMOHHBIX PECYPCOB JOJDKHA 00ECIeYnBaTh UX JIOCTATOUYHYIO
MOJHOTY, TOYHOCTh U aKTyaJdbHOCTb, YTOOBI yI0BIETBOPATH notpedHoctu CILI, He
JKEPTBYS MNpPU ITOM OCHOBHBIMU MPUHIMIAMUA HHGOPMAIMOHHONW O€30MacHOCTH,
OMMMCAaHHBIMHU B maHHo# [lonuTtnke.

OTBETCTBEHHOCTh 3a OPTraHU3AlMI0 W MPOBEICHHE PadOT MO O0O0ECIEUCHUIO
uHpopmanmonHor Oe3omacHoctu CIL[ Hecer HawanbHuk I[JKW PT. Cexkrop
nH(popMaTU3alMKU OCYIIECTBIIAECT pa3pabOTKy MPOEKTOB 0O0BEKTOB MH(OpMATU3ALIUU
B 3aIIMIIEHHOM MCIIOJHEHUU M UX DKCIUTyaTallli0 ¢ y4eTOM TpeOOBaHUM MO 3allUTe
uHpopmaruu. MeTouyeckoe pPYKOBOJICTBO U KOHTPOJb 32 3(h()EKTUBHOCTHIO
MPEAYCMOTPEHHBIX MEP 3aIIUTHl OCYIIECTBISIET COOTBETCTBYIOIIMI CHEIUATUCT IO
uHdopmarmonHoi 6ezonacuoctu [ KU PT.

3. O0bexTnl HHPOpMannoHHoii 6e3onacHocTu CIJ

OObekTOM  3amMTBl B KOHTEKCTe  JaHHOM  IlomuTuku  sBisitoTCA
uHpopmanmonnsie pecypebl CLI, oOpadaTeiBaeMble B HH(DOPMAIIMOHHBIX CUCTEMAaX U
ee (PYyHKIMOHANBbHBIX TMOJICUCTEMAX, COJEP)KAIIME CBEIEHUS IOCTYNl K KOTOPHIM
OTpaHUYCH, M WCHOJIb3yeMble B IMpoleccax cobopa, oO0pabOTKH, HAKOILUICHUS,
XpaHEHUs ¥ paclpoCTpaHEHHUs B rpaHuiiax nHPopManoHHbIx cucteM ClLI.

OcHoBHBIMH 00beKTaMu 3aiuThl ClL{ aBastoTCS:

uHpopMmarmonnsie pecypebl CLI, comepamiue cBeneHUs, OTHECEHHBIE K
roCyJlapCTBEHHOM TalHE;

uHpopMmarmonnsie pecypebl CLI, orpanMueHHOro pacHmpoCTpaHEHUs, B TOM
qHclie, CoAepKaline KoH(QUICHIINATIbHbIE CBEICHUS;

uHdopmarmonnsie pecypcsl CLI, mpencrapistone KOMMEPUYECKYIO IIEHHOCTD;
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nporpammubsie  wH(popmarmonasle pecypcebl CILI, a wMeHHO: mNpUKIaTHOE
IPOrpaMMHOE obecrieueHue, CUCTEMHOE POrpaMMHOE o0ecriedeHue,
WHCTPYMCHTAJILHBIC CPEJICTBA U YTUIIHTEHI;

busnueckue uHdopmanmonHsie pecypcbl CLI: kommbploTepHOE amnmapaTHOE
o0ecrieueHrne BCEX BHUJOB; HOCHUTEIM WH(GOPMAIMU BCEX BHUIOB (IEKTPOHHEIE,
OyMa)kKHBIEC U MPOY.);

BCE pacXOIHBIE MaTepHallbl U aKceccyapbl, KOTOPhIE MPSIMO WU KOCBEHHO
B3aMMOJICUCTBYIOT C KOMITBIOTEPHBIM aIMIMAPaTHBIM M MPOTPAMMHBIM 00€CTICUeHUEM;

texaudyeckue cepuckl CIl (oTomneHue, oOcCBemeHHWE, SHEPrOCHAOKEHUE,
KOHJIUIIMOHUPOBAHKUE BO3AyXa M T.IL.).

Crnenyer Takke OTMETUTh, YTO yYKa3aHHBIE BBIIIE OCHOBHBIC OOBEKTHI 3aIUTHI
SIBJITFOTCSI Han00JIee IICHHBIMUA PECypCaMH, |, CIISIOBATEIHHO, 0 OTHOIICHUIO K HAM
JOJDKHBI TIPUMEHSATHCS camble A()(QEKTHBHBIC MpaBWJIa W METOABI 3aluThL. KX
JOCTYITHOCTb, IIEIOCTHOCTh U KOH(UICHIIMATLHOCTh MOTYT UMETh 0C000€ 3HAUCHHE
st obecrieuenus umumka CLI, sgdekTuBHOCTH €ro (QyHKIIMOHUPOBAHUS U T.J.
JIOCTYITHOCTh, IIEJIOCTHOCTh M KOH(PUACHIIMAIBHOCTh B 0053aT€ILHOM TMOPSIKE
JOJDKHBI ~ YYUTBHIBATBCA TNpU  pa3pabOTKE OpPTraHU3aIMOHHO-PACIIOPSAIUTEIHLHOM
JIOKyMEHTAIMU MO0 00eCleueHru0 HHPOPMAIIMOHHON 0€30MacCHOCTH NIJisi CUCTEMBI B
1EJIOM U ISl KaXI0T0 €€ pecypca B OT/ACIbHOCTH.

4. 3agaum odecnevyeHrst HHPOPMALUOHHOM 0€30MMACHOCTH

OcHOBHBIMM 3aJlayaMu oOecrieueHust uH@opManmonHo Oe3onacHoctu CIL]
SIBIISIFOTCSA:

WHBEHTApU3ALMs U cUCTeMaTh3alus Bcex nH(popmamoHHbix pecypcos CLI;

oOecrieuenue Oe3omacHocTH WH(poOpMaMoHHBIX pecypcoB ClI: yMeHblIeHue
PHCKa UX CIIyYaHOW WJIM HAMEPEHHOU IOPYHU, YHUUTOKECHUS WA XULLICHUS,

CBEJICHHE K MUHUMYMY (DMHAHCOBBIX, BDEMEHHBIX U MIPOYUX MOTEPb, CBSI3aHHBIX
C HapyIIeHueM UH(POPMAIIMOHHOW 0€30MaCHOCTH M (PU3HMUECKUMH HEUCIIPABHOCTSIMU
anmnapaTHOTO W MPOTrPaMMHOI0 00ECTIEUEHUs, a TAK)KE OCYILIECTBICHUE MOHUTOPHHTA
U pearupoBaHUE M0 ClIydasiM UHLIUICHTOB;

oOecrieueHue 0e30macHoOn, 4eTkoi 1 3¢ dekTuBHON padboThl coTpyanukoB CI c
ero MHPOPMAaIMOHHBIMU PECYPCaMH;

CBEJCHHE K pPa3syMHOMY MHUHUMYMY (UHAHCOBBIX 3aTpaT Ha MOJJCpKaHHUE
(GYHKIIMOHUPOBAHMUS ~ aNlapaTHOTO W TIporpaMMHOrOo  oOecredeHuss |
aBTOMATHU3MPOBAHHOW CHUCTEMBI B IIEJIOM Ha JOJDKHOM YPOBHE (CHOJIa OTHOCSITCS
KpPYMHbIE W MEIKHe OOHOBIEHHUS MPOTPAMMHOIO M ammapaTHOro oOecredeHwus,
Oecniepe0oitHOe 0OecreueHne CUCTEMBI PACXOIHBIMU MaTe€pUaliaMH U MPoY. );

CBEJICHHE TOJb30BaHUsI MH(POPMAIMOHHBIMH pEecypcaMu K €IWHOU CHUCTeME
OpraHU3alMOHHO-PACTIOPSAUTEIBHON JOKYMEHTAIUH.



S. IIpunuunsl obecnevyeHus uHGopMmanuonHoi 6ezonacHoctu CI{

[Ipu mocTpoeHun cucTeMbl 3alIUThl HEOOXOIUMO TPUAECPKUBATHCS CIIETYIONTUX
MPUHITUIIOB:

NpUMEHEHUE  Pa3HOPOAHBIX  CHUCTeM  oOecreueHus  MH(DOpMaIMOHHON
0€30I1aCHOCTH;

JIOCTOMHCTBA OJHUX YacTed cucTteMbl olecreueHrus HMHPOPMALUMOHHOM
0€30MacHOCTH JOJDKHBI IEPEKPHIBATh HEIOCTATKU APYTHX;

cuctema obOecrieueHuss WHPOPMAITMOHHOW O€30MaCHOCTH JOKHA CTPOUTHCS
MHOT'OYPOBHEBOW;

B 30HC MAaKCHUMAaJbHOW 0€30MacCHOCTH JOJKHBI PACIOIaraThCs 0C000 Ba)KHBIC
UH(GOPMAITMOHHBIE PECYPCHI;

HEIPEPHIBHOCTh u 1eJICHANPABICHHOCTh mporecca oOecrieueHus
nH(popMaIIMoHHOM 6€301aCHOCTH;

YCWJICHHE 3alIUThl HH(OPMAIIUU BO BPEMsI HEIITATHBIX CUTYaIlUi;

o0OecrieyeHne BO3MOXKHOCTH  PETYJUPOBAaHUSA YPOBHS  MH(OpMAIMOHHON
Oe3onacHoCcTH 0€3 M3MEHEHHUsS (PYHKIIMOHAIBHOW 0a3bl CUCTEMbl MH(OPMAIMOHHON
0e30I1aCHOCTH;

oOecrieyeHrue MPOCTOTHl B MPUMEHEHUM MEXAHU3MOB 3aIUTHI JJIA PSIOBBIX
cotpyaHukoB CII.

6. Ouenka puckosB

JIns OLEHKH PHUCKOB TPH COCTAaBICHUM U TOCIEAYIOIIEM IIEPECMOTPE
OpraHU3alMOHHO-PACTIOPSIAUTENBHBIX JOKYMEHTOB HEOO0XOJIUMO CHUCTEMaTHYECKU
paccMaTpuBaTh CIECAYIOIIME ACTIEKTHI:

yiiepO, KOTopwlii MoxkeT HaHectu nearenbHOcTH ClI cepbe3Hoe HapylieHHe
UH(OPMAITMOHHONW O€30MaCHOCTH, C yUY€TOM BO3MOXHBIX TMOCIEICTBUN HAPYIIECHUS
KOH(HICHIIMATBHOCTH, 1IEJIOCTHOCTU U JOCTYITHOCTH HH(POPMAIINH;

peaIbHYI0 BEPOSITHOCTh TAKOTO HApYILIEHHS 3alIUThl B CBETE MPEBATUPYIOIINX
YIPO3 ¥ CPEJICTB KOHTPOJISL.

7. TpeOoBanus B 0THONIEHUH 00y4YeHHs BONPocaM HHGOPMALMOHHOM
0e30macHOCTH

OCHOBHO# 11€J1bI0 00YUYEHUSI SIBISICTCS:
oOecrieueHre YBEPEHHOCTH B OCBEOMIICHHOCTH coTpyaHHKOB CI 00 yrpo3ax u
npo0semMax, CBA3aHHBIX ¢ HHPOPMAIIMOHHON 0€30MaCHOCTHIO, 00 OTBETCTBEHHOCTH B
COOTBETCTBHH C 3aKOHO/IATCIILCTBOM;
3HaHWE COTPYJHUKAMU TPABWIBHOTO HWCIOJIB30BAHUS CPEICTB 00paboTKU
uHOpMAIUU TPEKIE YeM UM OyneT MPeaoCTaBlieH AOCTyNn K WHOOpPMAIUU WIn
ycIlIyram;



ocHamenue cotpyaaukoB CI[ BcemM HEOOXOOUMBIM JIsi  COOJIIOICHUS
TpeOboBanuii mnonutuku Oe3omacHocth CIl mpu  BBIMOJHEHUU  CIIY>KEOHBIX
00s13aHHOCTEH.

Cotpynnuku CLI A0DKHBI 3HATh U BBIMOJHATH TPEOOBaHUS OpraHU3alMOHHO-
pacnopsiIMTENbHBIX  TOKyMEHTOB (B wactu Kacawomieiics) CI[ B obmactu
nHPOpMAIIMOHHOW  0e30MacHOCTH, TpeOoBaHUsS  oOecreueHuss Oe30MacHOCTH
00paboTku MH(OpPMAIUU HA CPEICTBaX BBIUUCIUTEIBHOM TEXHUKH, MMPaBUiia pabOThI
B cetu MHTEepHeT.

Corpynauku CI gomkHBl yMeTh paboTaTh C CHUCTEMOW 3JIEKTPOHHOIO
JIOKYMEHTOO0O0pOTa; omepauoHHbIMU cucteMaMu MS Wndows Ha ypoBHE
MOJIb30BATENs,  AHTUBUPYCHBIM  TPOTpaMMHBIM  obOecriedeHreM,  O(pUCHBIM
nporpaMMmHabiM obecniedeHueM (MS Word, MS Excel, MS Power Point), noymKHbBI
YMETB I10JIb30BaThCSI BCTPOCHHOM CIIPaBKOM.

CexTop mHbOpMaTH3aIMA COBMECTHO C COOTBETCTBYIOIIMM CHEIHAIUCTOM TIO
UH(POPMAIMOHHON 0€3011acCHOCTH JOJKHBI 00yuyaTh coTpyaHukoB CL{ mpaBuiibHOMY
UCIIOJIb30BAHUIO CPEACTB 00pabOTKM 3alUThl HHQOpPMAIMM, YTOOBI CBECTU K
MUHUMYMY BO3MOKHbIE PUCKU OE30MaCHOCTH.

Bce corpyanuku CL] 1, npu HE0OXO0IUMOCTH, TOJIB30BATENN TPETHEH CTOPOHBI,
JOJDKHBI MPOMTH COOTBETCTBYIOIIEE OOyUYEHHE M IOJIydaTh Ha PEryJISPHOM OCHOBE
OOHOBJICHHBIE BApUAHTHI TOJUTUK HH(POPMAIMOHHON O€30MACHOCTH, MPHUHATHIX B
COOTBETCTBYIOIIEM MUHHCTEPCTBE.

8. IIpaBuia pusnyeckoii 3a1UTHI

[lepen BHEApEHWEM W WCIOJH30BAaHMEM HOBOTO ammapaTHOTO, MPOTPAMMHOTO
oOecrieueHus: WK UHOTO PaHee HE UCIOJIb30BAaBIIETOCs WH(OOPMAITMOHHOTO pecypca
HEOOXOIMMO pa3paboTarh [JI1 HETro MpaBuja oOecredyeHus Oe30TMacHOCTH H
UCITIOJIb30BATh UX HAPSIY C MPaBUIIaMU, U3JI0’KEHHBIMU B JAHHOM pasjiele.

[lepen ycTaHOBKOW M  WCIOJB30BAHUEM KaKOro-JIMOO KOMIIBIOTEPHOTO
anmapaTHoro oOecreyeHusi B 00s3aTeIbHOM TOPSJIKE CIEAyeT O3HAKOMHTHCS C
uHdopmarme, NpeaoCTaBICHHOW pa3padOoTYMKOM (MIPOJIABIIOM), M CTPOro eu
CJIEJIOBATb.

[lepen mpoBeaeHWEM KPYIMHOW MOJEpPHU3AIMM WA PEMOHTa, TIepen
BBITIOJITHCHUEM MAHUITYJSIIIUNA  HETIOCPEACTBEHHO C HOCHTEISIMH  MH(GOPMAIHH
HEO0OXOMMO BBITIOJIHATH PE3EPBHOE KOMMMPOBAHUE TAHHBIX.

[locme  BBIMONHEHHWS  Tpolecca  MOJCPHHM3AIMHM  aNlapaTHOTO  W/WJH
IPOrpaMMHOr0 OOEeCreYeHus HeoOXOJUMO 0053aTeNbHO TMPOBECTH BHEIJIAHOBOE
TEXHUUYECKOE 00CITY’)KUBAaHHE BCEU CUCTEMBI.

[Ipu pa3mMenieHun KOMIMBIOTEPHOTO O00OPYIOBaHWS B MOMEIICHUH, a TaKXKe B
MPOIIeCCe €ro AKCIUTyaTallil TMPUOPUTETHBIM SIBIISIETCS oOecreueHne i HEero
6e30omacHOr0 (PyHKITMOHUPOBAHUSI, COOTBETCTBYIOIIETO MOJIOKEHUSIM, U3JI0KEHHBIM
B MpUJIaraeéMoi K HeMy JOKyMeHTaluu. B mepuos nmpoctos ycTpoiicTBa HE0OX01MMO

o0ecTeunTh COXPAHHOCTh €r0 pabOTOCIIOCOOHOCTH M BHEITHETO BU/IA.
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Bce nprnobpeTeHHOE KOMITBIOTEPHOE anmnapaTHOE U MPOrpaMMHOE oOecrieueHue
JOJDKHO PETUCTPUPOBATHCS B CHEIUATBHOM >KypHajle C YKa3aHUEM MOAPOOHOU
uHdopMaluu O ero mnokymnke. Takxke cleAyeT THIATEIbHO PErucTpUpOBaATH BCE
JNEUCTBUS MO MOJEPHHU3AIMU KOMIIBIOTEPHOTO amnmapartHoro MU MPOrPaMMHOIO
oOecrieueHusl.

Bcio nokymeHTanuio Ha KOMIIBIOTEpHOE O0O0OpYy/IOBaHHE U MPOrPaMMHOE
oOecrieueHue (rapaHTHiTHBIC o0si3aTeNbcTBA  MPOU3BOUTENCH/TIPOIABIIOB,
pykoBoacTtBa monb3oBareneil (User’s Manual), peructpannoHHble KapTOUKH,
KAacCOBBIC W TOBAPHBIE YEKH W TPOY.) JOJDKHBI OO0S3aTEIEHO COXPAHATHCS IOCIHE
MOKYTIKA ¥ XPaHUTHCS B HAJIC)KHOM, 3AIHUIIECHHOM OT CBETa M APYTMX BPEAOHOCHBIX
BO3JCHCTBUI MECTE B YIIAKOBKE.

Cnenyer B TOJHOM OOBEME M HEYKOCHHUTEIBHO COOJIIOAATh IpaBuUia
AKCILTyaTalMK T€X WM WHBIX alapaTHBIX KOMITBIOTEPHBIX KOMIIOHEHTOB.

TexHudeckoe 00CTyKMBaHUE KOMIIBIOTEPHOTO 000PYI0BAHUS U MPOTPAMMHOIO
oOecrieueHust (¢puznueckass 4uCTKa OOOPYJOBaHUS, MOJJIEPKAaHUE MPOTPAMMHOTO
oOecrieueHuss B pabOTOCIOCOOHOM COCTOSSHUM M T.JI.) CJIEAYeT MPOU3BOJUTH
PEryJsipHO, JKeJIaTeIbHO B COOTBETCTBUU C 3apPAHEE COCTABJIICHHBIM PACITUCAHUEM U C
y4eTOM pPEKOMEHJAINil pa3paOOTYUKOB JTaHHOTO OOOpYIOBaHUA W Tporpamm (c
JTAHHBIMU PEKOMEHJIALUSIMU CIIETyeT BHUMATEIHLHO O3HAKOMHTHLCS JO BBITIOJIHEHUS
KaKUX-JIM00 JeHCTBUH 110 00CITYKUBAHHIO).

TexHudeckuM OOCITYy)KMBAaHUEM CUYHUTAIOTCS TAaKXKE W MEPONPUATHS TI0
pE3epBHOMY  KOMMHMPOBAHWIO  JAHHBIX, KOTOPBIE JOJKHBI ~ HEYKOCHUTEIHHO
UCTIOTHATHCS. OHU JTOHKHBI BBITIOJHATHCS CTPOTO PETYJISIPHO U HE PEeXe, 4eM pa3 B
Hefemio. Ecnmi 3TO BO3MOXKHO, CTOUT CJeJaTh IMOBTOPHYIO KOIMHIO JAHHBIX H
pa3MeCTUTh €€ Ha XpaHEHHWE OTIEIbHO OT mnepBoil. Cpasy ke mociie IMpOoBEIEHUs
PE3EpPBHOTO KOMUPOBAHUSI JAHHBIX HEOOXOUMO KaKUM-JIMOO CIIOCOOOM yOeaUThCS B
paboTOCTIOCOOHOCTH U KOPPEKTHOCTH MOTYYEHHON KOTTHH.

PezepBHOMY KOMIMPOBaHUIO B 0053aTETLHOM MOPSIKE MOJICKAT:

BCC KOH(UICHIIMAIbHBIC JaHHBIE COTPYJHHUKOB B aBTOMAaTHU3UPOBAHHOM
CUCTEME;

BCE HCXOJIHbIE MaTepHasibl i pa3pabOTKH COOCTBEHHOTO MPOTPaMMHOIO
oOecrieueHus: ¥ IPOYNX MPOEKTOB;

TaKHe JIaHHbIE CUCTEMBI, 0€3 KOTOPHIX HEBO3MOXKHA €€ HOpMaJibHas padoTa;

BCC MPOYHE BaXKHBIC JaHHBIC, KOTOPBIC 3allMCAaHbl HA (PU3NYECKH HEHAICKHBIX
HOCHUTEIISIX HH()OPMAITUH M HOCUTEIISAX, TTOAIEPKUBAIOIINX OTIEpaIlid TTePE3aIlicH;

JT00BIC JPYTHE JAaHHBIC COTJIACHO PEIICHUIO YITOJTHOMOYEHHBIX COTPYIHUKOB
CL.

Bo Bpems pe3epBHOTO KOMMMPOBAaHUS JAaHHBIX, & TAK)KE BO BpEMs 3aITUCH JTIO00M
nH(OpPMAITUU Ha HOCUTEIH HHPOPMAIIMK OTHOKPATHOM 3aITMCH, HEJIb3s TIPOU3BOIUTH
Ipyrue BuAbl pabOT HAa TOW KOMIMBIOTEPHOM CcHCTEME, IPU TOMOIIM KOTOPOH
OCYIIIECTBIISIETCS ATa 3aIHUCh.

Bce HocuTenu (3neKTpoHHbBIE, OyMakKHBIE U BCE APYTHE) ¢ KOHPUICHITUATHLHOM
uH(popMaImen U pe3epBHBIMU KOMUSMH 3TOH U APyrod MH(POpMAIMu COTpyAHUKA

CH JOJIZKHBI XpAHUTBHCA B HCAOCTYITHOM JJISI TIOCTOPOHHUX, 3alIIUIIICHHOM OT CBCTA U
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JIPYTUX BPEIOHOCHBIX BO3JEHCTBUII MecTe ¢ COOJIOJCHHEM MpaBui 0e30MacHOro
XpaHEeHus Ul NaHHOro Buja Hocutens mHpopmauuu. Hocurensm ¢ oco0o 1eHHOU
uHpopMaIuen clieayeT yAEIITh IOBBIILIEHHOE BHUMaHUE.

Bce pacxoanble MaTepuansl cleAyeT UCIOIb30BaTh MAKCUMAIIBHO 3(P(EKTUBHO,
HE JOIyCKash HEpalMOHAIbHOIO WX HCHOJb30BaHUSA. Bce pacxomHble MaTepuaibl
(ucrionb3yeMble B JIaHHBIM MOMEHT M HEUCIOJb3yeMble) HEOOXOJUMO XpaHUTh B
CTPOTOM COOTBETCTBHUHM C IIPABUJIAMU UX XPAHEHUS.

XKenarenpHO NMPEANPUHATH PSIA MEP MO IHEPrOCOSPEKEHHIO IJIs TEX YCTPOUCTB,
KOTOpBIE BPEMEHHO HE MCTIONB3YIOTCS UM HAXOAATCSA B COCTOSIHUU OXKHIaHUA.

3anpeniaercs KypuTb, yIOTPEOIATh MUY U HATUTKU HEMOCPECTBEHHO BOJIM3U
KoMIibtoTepa. Heo0xoaumMo npeanpuHsATh MEepbl, 4TOOBI 00€3011aCUTh KOMITBIOTEPHOE
000pyZI0BaHUE OT MOBPEXKIACHUS B JaHHOM CITy4ae.

B Teuenune BHeApEeHUS W UCHOJIB30BAaHUS HOBOTO ammapaTHOTO, MPOrPaMMHOTO
o0ecrniedyeHus: WM UHOrO PaHee HE HCI0JIb30BABILErocs MH(OPMALMOHHOIO pecypca
HEOOXOJMMO MPWIOKUTh BCE YCWIHSA K TOMY, YTOOBI HaydyuThCs 3(P(HEKTUBHO €ro
IPUMEHSATb.

HeoOxomumo B 00s3aTeIbHOM MOpSIIKE 3amucaTh BCe HauOOJIee Ba)KHBIC
YCTAaHOBKM W HACTPOMKH CHCTEMBbl B COCTOSSHUM €€ HOPMajbHOro (IITATHOTO)

GyHKIIMOHUPOBAHMUS. [TogoGHbIE 3aMucu PUPABHUBAIOTCS K
anmapaTHO/IPOTPaMMHOM JTOKYMEHTAllUU, M JIOJDKHBI COOTBETCTBYIOIIUM 00Opa3oM
00CITyKUBAThCHI.

Heobxoanmo pa3Merniate cUCTEMbI BbIBOJA MH(pOpManuu (MOHUTOPBI, JUCIUIEH
U T.J.) KOMOBIOTEPOB TaK, YTOObl OHU HE OBUIM BUJIHBI CO CTOPOHBI JIBEpU, OKOH U
T€X MECT B IIOMEILIEHUSX, KOTOPbIE HE KOHTPOJIUPYIOTCS.

Heobxoaumo mnpennpuHsATh psan Mep, Onarogaps KOTOPBIM KOMIIBIOTEPHBIE
CUCTEMBI MOJb30BaTENsl OynyT oOecreyeHbl CTAOUIIBHBIM 3JIEKTPOIMUTAHUEM.
OOs13aTeNIbHBIM  SIBJIIETCSL MCIIOJIB30BAHME XOTSI OBl CaMbIX HPOCTBIX CPEACTB IO
00ECIeUYEHNI0 HAJEKHOCTH JJIEKTPONUTAHUS CHCTEMbI (CeTeBble  (UIBTPHI,
3a3eMJICHUE U T.J.).

[Ipy BO3HMKHOBEHHHM KaKOW-TMOO aBapUWHON CHUTyallMM HEOO0XOIUMO
HEMEJUIEHHO IMPEKPAaTUTh HKCIUTyaTalWI0 aBapuUHOTO ycTporcrBa. HememneHHO
IOCTaBUTh B M3BECTHOCTh 3aBEAYIOLIEr0 CEKTOpoM HH(popmaTuzauuu. CeKTopy
nH(OpMaATH3alUU B KpaTUalIliue CPOKH OPTaHU30BATH MEPOTIPUATHUS 110 €r0 PEMOHTY
WJIM 3aMEHE.

Cnegyer cocTaBUTh MOAPOOHBIE TEXHOJOTMYECKHE CXEMbl ISl MPOBEICHUS
pPa3IUYHOrO0 pPOJAa MEPONPHUSITHI, CBA3AHHBIX C anmapaTHbIM M IPOrpaMMHBIM
obecrieueHUEeM (TEXHMUECKOE OOCTYy>KMBaHUE, MpaBUila TEXHUKU OE30MacHOCTH,
pe3epBHOE KOMMPOBAHUE TAHHBIX U T.I1.).

Heobxoaumo paccMOTpeTb BO3MOKHOCTb TMPUMEHEHHSI PA3IMYHBIX CHCTEM
aBTOMATH3UPOBAHHOTO  MOHUTOPHMHIAa  TEKYIIETO  COCTOSIHHSI  allapaTHBIX
UH(POPMAIMOHHBIX PECYPCOB, W TPU MEPBOU K€ BO3MOXKHOCTH BHEJPUTH HUX, IO
KpaitHeil Mepe, Ha HanboJsiee BaKHBIX M OTBETCTBEHHBIX y4acTKax.

B Teuenme mpomecca CrnucaHus KOMIIBIOTEPHOM TEXHHKH, HOCHUTEIIEH

nHpopMauu U Ap. HEOOXOIUMO IM03a00THTHCSA O TOM, YTOOBI IOCIIC BBITOJTHEHHUS
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MPOIIETyphl TIEPEHOCAa OCHOBHBIX HH(OPMAIMOHHBIX PECYPCOB CO CHUCHIBAEMOM
TEXHUKH, OBUIO TPOM3BEACHO TOJHOE U  O€3BO3BpaTHOE  YHUYTOXKCHHE
cojJieprKallelicst Ha Helt KOHPUACHIIMaIbHON 1 JTI000H Apyroit nHGOpMaIUH.

Heo6xonmumo o0s3aTensHO pa3paboTaTh IUIaH JEWCTBUH IO MPOJOJDKCHHIO
paboThl U oOecrieueHuI0 0e30MacHOCTH JIAHHBIX Ha CIydai, €ClIu BBIMAYT U3 CTPOS
Kakue-Tu0o anmapaTHble W/WIA TPOTrpaMMHBIE YacTH KOMITBIOTEPHONW CHCTEMBI.
JlaHHBIN TUIAaH JIOJDKEH CHUCTEMATHYECKH MPOBEPATHCS Ha aKTyaJbHOCTh W IIpHU
HEO0OXOIMMOCTH TIepecMaTPUBATHCSI.

9. HpaBmIa BHCIIHEI0 10CTyIIa

[Tocne ycTaHOBKHM CHUCTEMBI U TeEpe]] MEPBbIM BBIXOJIOM B CETh HEOOXOAMMO B
00s13aTeTbHOM TOPSAJKE MNPUHATH KOMIUIEKC MEp IO YCTAaHOBJICHHUIO 3allUTHl OT
BPEJOHOCHOTO BO3JICHCTBHUSI CETH.

B cucreme n0mKHBI OBITh MPEANPHUHATHL BCE BO3MOXHBIE MEpbl IS
IpEeIOTBPALICHHUs] PACHpPOCTPAHEHUS] B HEW KOMIIBIOTEPHBIX BUPYCOB, «4E€pBEW» U
npodyel MOTEHLMAaIbHO oONacHoM uig ee Oe3omacHocTd HH(opmanuu. Bcee
corpyauuku CL| 00s13aHbl IPUHUMATh Y4acTHE B pEAIM3AlUU 3TUX MEP U HUKaKUMHU
CBOMMHM JICHCTBUAMH HE JOJKHBI IIPEMATCTBOBATh UX MPOBEACHHUIO.

HeoOxoaumMo cTpOro KOHTPOJMPOBaTH C IOMOIIBIO COOTBETCTBYIOLIETO
IPOrpaMMHOro oOecrieueHusi (aHTUBUPYC, OpaHaIMay3p M MPOY.) BCIO BXOJSALIYIO U
UCXOSAIIYI0 MH(OPMAIIMIO HA HATMYME BUPYCOB M MPOUYEH MOTECHIMATIHHO OMAcHON
nHpopmarmu. Heo0xoaumo Takke THIATEIbHO HACTPOUTH apaMeTphl O€30MacHOCTH
TOTO TIPOTPAMMHOTO M almapaTHOTo 00eCHedeHus, KOTOpPOe HEMOCPEICTBEHHO OyAeT
UMETH JIOCTYII B CETh.

Cucrema nOKHA TOJBEPTaThbCs MEPUOINYECKON TPOBEPKE AHTHUBUPYCHBIMH
CpeICTBaMU (HE peke YeM pa3 B MECSII) U APYTUMU CPEJICTBAMU, 00ECIeUNBAIOILIUMU
0e30macHOCTh B cHUCTEME (€Clid TakoBbIe MMEIOTCS). B cinydae oOHapykeHus mpu
IPOBEJCHUY AHTUBUPYCHOM NPOBEPKU 3apa’K€HHBIX KOMIBIOTEPHBIMU BHpPYCaMHU
daiinoB corpynuuku CII o00s3aHBI: MPUOCTAHOBUTH pabOTy HA KOMIIBIOTEPE,
HEMEJIEHHO MOCTaBUTh B U3BECTHOCTH O (DaKTe OOHAPYKEHUS 3apaKEHHBIX BUPYCOM
(aitnoB pykoBOAMUTENS OTAEINa, Biajlesblla 3apaKeHHBIX (aillioB, CMEKHBIE OT/EJIbI,
UCTIONIB3YIONIME d3TH (Qaiibl B paboTe, a TakkKe CEeKTOp HUH(pOopMaTU3aINH,
COOTBETCTBYIOIIETO CHEIHATNCTA 10 MHPOPMAITMOHHON 0€30MacHOCTH.

Bce BHemHme HocuTenu MHGPOPMAIUH, MONTYYCHHBIE M3 COMHHUTEIBHBIX HWIIH
HEU3BECTHBIX HCTOYHHMKOB JOJDKHBI TIOJBEPraThCsl TIOJTHOMY aHTUBUPYCHOMY
CKaHUPOBAHUIO TIEPE]] UCTIOTIH30BAHUEM.

Heobxoaumo perynspHO OOHOBIATH BEPCUU MPOTPaAMMHOIO OOECHeYeHMs,
CBSI3aHHOT'O ¢ o0ecrieyeHrneM 0e30MaCHOCTH CUCTEMBbI; YCTaHABIUBATH OPUIIMATbHBIC
OOHOBJICHUSI TIPOTPAMM, KOTOpPHIE HUMEIOT MPSMOE WJIM KOCBEHHOE OTHOIICHHE K
pabote ¢ cerpro. Crofa ke OTHOCATCS U OOHOBJICHHS, CBA3AHHBIE C YIPaBICHHUEM
anmnapaTHbIM 00€CIeYeHHEM CUCTEMBI (JIpaiiBepbl YCTPONCTB U T.I1.).

[Ipu oOHapykeHUU 3apa’k€HHBIX BUPYCAaMHU JAaHHBIX, 3TH JaHHbIE JOJKHBI

HEMCAJICHHO U 663B03BpaTHO YAAIATBCA. HckirodyeHrue COCTaBIISIOT JIMIb Ba)KHbBIC
8



JaHHBIC, IS KOTOPBIX HWMEET CMBICI TONpPOOOBaTh TPUMEHHTH MPOIEAYPHI
BOCCTAHOBJICHHSI.

Crnenyer ¢ OOJNBIIONH OCTOPOKHOCTBIO OTHOCUTCSA K IMporpammaM, B KOTOPBIX
NPUCYTCTBYIOT OINPEACICHHOTO pPOJa YSI3BHUMOCTH JUISI HECAHKIMOHUPOBAHHOTO
IPOHUKHOBEHUS, WM K€ B KOTOPBIX BKJIIOYEHBI OCOOBIC MPUBWICTUH IS HX
pa3paboOTYUKOB.

Heo0xoaumMo BHUMATENHHO TIPOAHAIM3UPOBATh CUCTEMY JAHHBIX COTPYIHUKA H
o0ecIeunTh €€ CTPYKTYPHUPOBAHHOE XpaHEHHWE Ha HocuTelsax uHpopmainmu. Bcee
JAHHBIC JIOJDKHBI KJIACCH(HUIIMPOBATHCS COTIACHO WX NPUMECHEHHUIO WU XKE TI0
JIPYTrOMY, YE€TKO YCTAaHOBJICHHOMY COTPYIHUKOM KPHUTEPHUIO (HapUMep, KpUTCPUSIMU
MOTYT CIYXHUTh COOOpaXeHHS KOH(QUICHIIMATLHOCTH JIaHHBIX, MECTO U3
pa3MeIieHns U Coco0 MEePECHUIKN).

10. IIpaBuaa nocryna B UHTepHeT

[IporpammHoe obecrnieueHue, oOecHeUUBaOIee 3aIlUuTy CHCTEMBI  OT
MIPOHUKHOBEHUS, JTOJDKHO OBITh 33JIeHCTBOBAHO B MOJHOM 00BbEME Ha MPOTHKEHUU
BCET0 ceaHca cBs3U ¢ IHTepHEeTOM.

JlomyckaeTcsi BpEMEHHOE OTKIIIOUEHHE YacTH MPOrpaMMHOT0 OOeCIedeHHs,
00€eCIeYnBaIOIIETO 3aIUTy CUCTEMBI, B TE€X CIIydasiX, Korja 0e3 3TOoro HeBO3MOKHO
BBITIOJTHUTh KakoW-1nb0 BUJ palOoThl. Ilocie BBIMOJHEHHS TaHHOTO BHUAA PadOT
OTKJIIOUCHHBIC YACTHU CUCTEMBI 3aIIIUTHI 10JKHBI OBbITh BHOBB 33/ICICTBOBAHBI.

Corpynaukn CL momyckaroTcss K MCHOJIB30BaHMIO MHTEpHETa TOJNBKO MOCie
MPOXOXKJICHUS UHCTPYKTaXXa, B KOTOPOM pasbsicHsIach Obl [lonuTuka 6e30macHOCTH
JTAHHOU CHCTEMEI B OTHOIIICHUH I'JTOOAIBHOU CETH.

Cotpynnauku CLI 10/KHBI cTapaThCsi MPEAOCTABIATh O Ce0e KaK MOYKHO MEHBIIIE
uHdpopmaruu B CeTb, a TeM Oojee He JOKHBI pas3riamarh o0y
KOH(HIeHIIMATbHYIO HH(DOPMAITHIO.

Bce daiinel, nmonydennsle u3 MHTEpHETA, Mepe/l MX HCTOIB30BAHUEM TOJKHBI
MPONTH AOMOTHUTEIBbHYIO AHTUBUPYCHYIO IPOBEPKY.

[Tocne kaxxaoro ceanca cBsizu ¢ MIHTepHETOM HEOOXOIUMO MPOBOJIUTH OUUCTKY
CUCTEMBI OT HEHYKHBIX CIIy>)KEOHBIX JTaHHBIX, KOTOPBIC TMOSBHINCH B PE3yJbTaTe
COEIMHEHUS C CETHIO.

Bce nansble, mosiyueHHble U3 VIHTEpHETa MOKHBI CUCTEMATHU3UPOBATHCS U
COXPaHSIThCA.

11.  IIpaBwmia 6e30MACHOCTH IJIEKTPOHHOM MOYTHI

Bce Hambonee BaxkHbIE COOOIICHUS  DJEKTPOHHOW  TOYTHI  JIOJDKHBI
apXUBHUPOBATHCSA, OCOOCHHO TE€ COOOIIEHHUs, KOTOPBIE MPHUCIAHBI O(UIIMATIEHBIMU
rpynnaMd  TEXHUYECKOW TOJJEPKKU KaKUX-THO0 HWH(POPMAIMOHHBIX PECYPCOB.
Taxoke perymaspHON apXuBaIlMM JOJDKHA TMOABEPTaThcsl WHMOpMAIUs, Kacaromascs
JAHHBIX O TEX COTPYIAHUKAX, C KOTOPHIMH OCYIIECTBIISIETCS CBSI3b CPEICTBAMU

AJIEKTPOHHOM MOYTHI (aAPECHBIE KHUTH U T.J.).
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Bce panee coxpaHEHHbIE TIOYTOBBIE COOOIIEHUS, MOTEPSBUINE CBOIO
aKTyaJIbHOCTb, JOJIKHBI OBITh TIIATEIBHBIM 00pa3oM 0€3BO3BPATHO YHUUTOXKEHBI CO
BCEX HocHTelel nHpopMaIu.

Heobxoaumo B 00s3aTeIbHOM TOPSAJKE CKAaHUPOBATh KaXKI0€ HCXOIAIee U
MoJIy4aeMoe COOOIIEHUE ANEKTPOHHON MOYTHI HA HAJIMYME MOTEHLIUAIBHO OMAaCHOTO
collep)KUMOro  (BUpYChl, «uepBW» u T.1.). IlouroBble cooOuIeHUs, He
YIOBJIETBOPSIIONIME YCTAHOBICGHHBIM TpeOOBaHUSAM, JOJDKHBI HEMEIJECHHO U
0€3BO3BPATHO yJAJISATHCA.

HeoOxoaumo Ha BceX HCHOMB3YEMBIX IMOYTOBBIX SIIUKAX YCTAaHOBUTH, MPHU
HEOOXOJMMOCTH, OTPAaHUYCHHS HAa COACPKUMOE U pa3Mep MPUHUMAEMbIX COOOIICHUN
U OTCEeMBaTh TE€ COOOIIEHUS, KOTOPbIE HE YIOBIETBOPAIOT YCTAaHOBJICHHBIM
KPUTEPHSIM.

[Tocne oTmpaBKy MUChMa MO JIEKTPOHHON MOYTE HEOOXOAMMO XPAaHUTH €TO0 J0
TeX TMOop, MoKa He OyAeT YBEpPEHHOCTU (MOATBEPXKIECHUS) B TOM, YTO OHO JTOCTHIJIO
noJiyqaress. JTO ke KacaeTcsl U JIIoObIX JIPYTruX Coco0O0B mepenayn nHGOpMaIlim.
Bce daiinbl (ocoOeHHO HCTIONMHUMBIE W (alibl OONBIIUX Pa3MEpPOB), MOJIYUYECHHbBIC
BMECTE C COOOIICHHUEM 3JIEKTPOHHOW MOYTHI 0€3 KaKoro-imdo 3ampoca co CTOPOHbBI
corpyaauka CI[ (0ocoOEHHO OT HEW3BECTHOIO ajapecara) JOJDKHBI HEMEMJIEHHO U
0€3BO3BpaTHO YAANATHCSA 0€3 OLIEHKH UX MOJe3HOCTU. [Ipu 3TOM Kaxabli MOA00HBIN
dakT gomkeH ObITh 3apeructpupoBaH. Eciaum HeT NOMHOW yBEpeHHOCTH B
HEOOXOJMMOCTH YJAJICHHUS JTaHHOTO COOOIIECHHsA, HEOOXOAMMO, B Cllydae €cid
azipecaT U3BECTEH U TOJBKO B 3TOM ClIydae, JOTOJIHUTEIHHO CBSA3aThCs C HUM (HE 10
AJIEKTPOHHOM TOYTE) U TOMPOCUTD y HETO MOATBEPKICHHUS B TIOCBUIKE COOOIIICHHMS.

Corpynaukn Cl[ He [OJKHBI y4YacTBOBAaThb B  PACCBUIKE IIOCIAHHM,
nepesaBaeMbIX MO I[EMOYKe, HE JJOJDKHBI OTBEYaTh Ha OCKOPOUTENbHBIE U
IPOBOKAIMOHHBIE cOOOmIeHus. Takue mociaaHusl JOJKHBI OBITh CHayana mepeaaHbl
CiIy’k0aM TEXHUYECKON TMOJACPKKH HCIOIb3YEMBbIX TIOYTOBBIX CEPBUCOB JIJISt
aHaJln3a, a 1Mocje 3TOro — 0€3BO3BPaTHO YJAJIECHbI U3 CUCTEMbI. Takke HE0OXOAMMO
MPUHATH BCE BO3MOXKHBIE MEPBHI MO OOCCIEUYCHHIO MPEKPAIICHUS TMOJYyYeHUS U3
JTAHHOT'0 KCTOYHHKA T0100HON MHPOpMAIHH B Oy TyIIIEM.

12. IIpaBuia ynpasJjieHUsi JOCTYIIOM

B oTHomIeHNN BCeX OCHOBHBIX W HE OCHOBHBIX (FOCTH M TPOY.) COTPYAHHKOB
CIl HeoO0X0oaMMO OCYIIECTBIATh KOMIUIEKC MEp IO OOECIEUCHUI0 UX paboThl B
aBToMatu3upoBaHHOW cucteme CII, B YacTHOCTH pPETUCTPAIMIO, BBIACICHUE
ONpe/ieNeHHbIX MH(GOPMALMOHHBIX PECYpPCOB M  YCTAHOBJIEHHE UETKUX HE
U30BITOYHBIX, @ TOJIBKO HEOOXOIMMBIX, MPaB JOCTYyNa K HUM.

Cayx0a peructpanuu A0KHA 00€CIIEUUTh MOJI0KUTENIbHYIO ayTeHTU(QUKALIHIO.
OTO0 JaCT rapaHTHIO TOTO, YTO 3aKOHHBIH MMOJIH30BATENb MOTYYUT TOCTYI K CUCTEME.
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HeoOxomumo B 00s3aTebHOM TOPSAKE PETUCTPUPOBATH BCE YAAYHBIE H
HEyJayHbI€ MTONBITKA BXOJa B CUCTEMY, a TAK)KE BECTH ayJUT JOCTyIa COTPYIHUKOB
CL x ee o0OBbEKTaM M IEPUOJUUECKH IPOCMATPUBATH PE3YJIbTAThI €T0 PaOOTHI.

ITpu nepBoii ke HEOOXOAUMOCTH PabOTHI C CUCTEMOM MPHU MOMOIIH YAAJIEHHOTO
JOCTyla WM € C JIOKaJbHOW CEThI0 HEO0O0XOAMMO pa3paldoTarh IpaBUIIa
0€30I1aCHOCTH, PETJIAMEHTUPYIOLUE TaHHbIE BU/IBI pa0oT.

Hcnonp30BaHne UMEH U Naposiel Uit JocTyna K HHPOPMAIMOHHBIM pecypcam:

HEO0OXO0IMMO HCITOIH30BATh TTAPOJIH BE3JIE, T/IC ATO IeJIecCO00pa3Ho;

ClIeyeT MPHUAEPKUBATHCS CICAYIOUUX MPABUI COCTABICHUS M MCIIOJIb30BAHUS
napoJsieil - mapojb JODKEH COCTOSATh HE MEHEE YeM U3 IIECTH CUMBOJIOB, COCTOSITh U3
IPOU3BOJIBHBIX KOMOMHAIMI OYKB, U U APYTUX CUMBOJIOB HIIU K€ MPEACTABIAThH
co00if OEeCcCMBICIIEHHYI0 KOMOWHAIIMIO CJIOB, BKIIIOYAIONIYI0 OYKBBI BEPXHEIO
perucTpa;

HEOOXOMMO MEHSTh BCE NApOJIM HE pexXe, UeM pa3 B JBa Mecsla (3KeIaTesIbHO
Jenath 3TO HE MO rpauky), OpU ATOM HCHOJIb30BaTh IMApOJIU MOBTOPHO HE
paspeniaercs;

3allpelleH0 MCIONb30BaTh OJMHAKOBBIE MApPOJM JJI JOCTyNa K pa3HbIM
MH(GOPMAIIMOHHBIM pecypcam;

napoiv HEOOXOAMMO XPaHUTh B HAJEKHOM, HEJOCTYIIHOM MJIsi IMOCTOPOHHUX
MECTE WJIU 7K€ UCII0JIb30BaTh CIELMAJIbHBIE allllapaTHbIE CPEACTBA I UX XPAHECHUS;

XpaHCHUE  MapoJIe  OCYIIECTBISIETCS ~ ONEPALlMOHHOM  CHCTEMOW, U
YCTaHOBJICHHBIN €10 YPOBEHb 3aAIIUTHI HE MOKET OBITh OCIa0JIEH;

3ampelieHo coolIaTh CBOM MapoJM TPETHUM JIMIIaM B KakoW Obl TO HU OBbLIO
hopme;

Napoyd 3ampeniacTcsl MUcaTh Ha KOMIBIOTEPHBIX TEPMHUHANIAX, MOMEIIATh B
OOIIEeTOCTYITHBIC MECTA;

HE0OXO0JMMO 3aMEHHUTD BCE MapOJIi, HA3HAUEHHBIE CUCTEMOM 110 YMOJIYaHUIO, Ha
COOCTBEHHbBIE, a TIOTOM, €CJIM 3TO BO3MOKHO, OTKJIFOUUTH BO3MOYKHOCTbH JIOCTYIA K
JTAHHOMY pecypcy 0 CTaHJapTHOMY MapoJIio;

BCE MMEHA M MapoJIy AJIsl JOCTyla K KaKMM-THO00 MH(POPMALIMOHHBIM pecypcam,
KOTOpBIE HE UCIIONb3YIOTCS, MOAJIEKAT HAZEKHOM OJOKHPOBKE;

cUCTeMa JOJDKHA IMPeNoTBpAIlaTh MOMBITKH PEruCTpali U NepeperucTpanuu
T€X COTPYIHUKOB, YbH MMEHA M MapojH JUIs BXOJAA B CUCTEMY HE COOTBETCTBYIOT
YCTaHOBJICHHBIM TPaBUIIAM;

IpU TOJYYEHUH AOCTyNa K KakoMy-1u00 WH(MOPMAIMOHHOMY pecypcy MpH
MOMOIIM TpOIecca aBTOPU3AIMM MO0 WUMEHH M TapoJIi0 COTPYAHHK HE JIOJDKEH
MPOM3HOCHUTH 3T JIaHHBIE BCIyX MIPH BBOJIE X B CUCTEMY;

U3MCHATh TIApOJIM HEOOXOAMMO BCSAKMWA pa3, KOrJa ecTh yKa3aHWs Ha
BO3MOXKHYIO KOMIIPOMETAITMIO CHCTEM WJIH MapoJIei.
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13. VYnpasienue HenpepbIBHOCTHIO padoThl CL{

OCHOBHOI 11€7IbI0  yIpaBJieHUs: HempepbiBHOCTHIO paboThl CII sBisiercs
NPOTUBOJEHUCTBUE TIpepbIBaHUs pabOThl U 3amuTa padodyux MPOIECCOB  OT
MOCJIE/ICTBUM MPU 3HAYUTEIBHBIX COOSX WM OC/ICTBUSIX.

Heobxoaumo obecrieunBaTh yHpaBJiI€HHE HENPEPHIBHOCTHIO PAaOOTHI C LEJBIO
MUHHUMU3AIUU  OTPUIATENbHBIX  TOCJICACTBUI,  BBI3BAHHBIX  HapyUICHUSMU
oe3onacHoctu. [locnencTtBus OT HapylmieHUil O€30MacHOCTM W OTKa3oB B
OoOCITy’)XMBaHMM  HEOOXOJMMO  aHaJM3upoBaTh, MO  pe3yidpTaTaM  aHalu3a
pa3palaTeIBaTh U BHEIPSTH IUIaHBI 00ECIEYeHHs] HEMPEPBHIBHOCTH PAOOTHI C IIENBIO
BOCCTAHOBJICHHsSI pabO4YMX IMPOLIECCOB B TeUeHHWE TpeOyeMOoro BpPEMEHH MpU HX
HapylmieHud. Takue TUTaHbl CIeAyeT MOAJEPKUBATh M TMPUMEHITh Ha TMPAKTHKE.
JlomkHa OBITH BbIpaOOTaHa CTpaTeTusi HEMPEPHIBHOCTH paboyero Impoiecca B
COOTBETCTBUM C COIVIACOBAHHBIMU IEJISIMH W npuoputreramu. HeoOxomaumo 4ToObl
IUTAHUPOBAHKUE HENPEPHIBHOCTH PabOThl HAUMHAJIOCHh C MACHTHU(UKAIMM COOBITHH,
KOTOphIE MOTYT OBITb NPUYMHOM MpepblBaHUS pabOThl, HANpUMEp, OTKa3
o0opyioBaHUs, HABOAHEHUE WM Tokap. [lnaHupoBaHue NOHKHO CONMPOBOXKIATHCS
OLIEHKOM PHUCKOB C LIEJbI0 ONpEAENICHUS] NMOCIEACTBUM 3TUX MpEepbIBaHUMN (KakK ¢
TOYKM 3peHUs] MacluTaba MOBPEXIEHUSA, TaK U MEepuoJia BOcCTaHOBIEHNUS). OLeHKa
pHUCKa JOJDKHA pacHpOCTPaHATHCS Ha Bce paboune MPOLECChl U HE OTpaHUYHUBaTHCS
TOJIKO CpeAcTBaMH 00paboTku uHbopManuu. B 3aBUCHMOCTH OT pPe3yabTaToOB
OIICHKH PHUCKOB HEOOXOAUMMO pa3paboTaTh CTPATETUIO JJIsl OMpeAeieHus OOIIero
MoJX0Ja K OOECIeueHUI0 HeMpephIBHOCTU paboThl. Pa3paboTaHHBIN IMaH JOKEH
ObITh yTBepxkaeH pykoBojacTBoM CII. HeoOxomumo, 4ToOBI MmiiaH oOecreyeHus
HENPEPBIBHOCTH  PabOTHl  MpeaycMaTpuBall — CICAYIOMIME  MEPONPUATHS  TI0
obecnieueHut0 UHGOPMAITMOHHON OE30MaCHOCTHU:

ONpe/eNIeHNe U COTJacOBAaHME BCEX OO0S3aHHOCTEW MOJDKHOCTHBIX JIMIL H
MIPOLIEIYP Ha CIIy4al Ype3BbIYaWHbBIX CUTYAlUN;

BHEJ[PEHUE B CIIy4ae UYpe3BbIYAMHBIX CHUTYyallMil mpoueayp, o0ecreunBaromnX
BO3MO>KHOCTh BOCCTAHOBJIEHHUSI paboyero mpouecca B TeUeHUE TpeOyeMoro BpeMeHU;

0c000€ BIIMSHUE CIIEAYET YIENSTh OIIEHKE 3aBUCUMOCTH PabOThI OT BHEIIHUX
(aKkTOpPOB U CYIIECTBYIOLIUX KOHTPAKTOB;

JIOKYMEHTUPOBAHUE COTJIACOBAHHBIX MPOLEAYP U MPOLECCOB;

COOTBETCTBYIOIIEE OOyYEeHUE COTPYAHHMKOB ICHCTBHSM TNPU BO3SHUKHOBEHHH
YpEe3BbIYAMHBIX CUTYAIMH, BKIIFOYasi KPU3UCHOE YIIPABIICHUE.

HeoOxoaumo, 4ToObl mjaH  oOecneueHHs]  HEmpepbIBHOCTH  pabOThI
COOTBETCTBOBAJI TPEOYEMBIM IIEJISIM PAOOTHI.

14. OTBeTCTBEHHOCTH 32 HAPYLIEHUE MOJUTUKHU 0€30MACHOCTH
Bce corpyanuku CLI HecyT OTBETCTBEHHOCTh 3a HapylIeHHE TpeOOBaHMIA
Hactosimer [lomutuku MHPOPMAIMOHHON 0€30MaCHOCTH COTJIACHO JICUCTBYIOIIEMY

3aKOHOJIATEIHCTBY B 00JIACTH 3aIIUTHI HH()OPMAITUH.
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15. ConpoBoxkaeHune npaBuJi

Bce 0e3 uckitoueHUs MOJOXKEHUSI JAHHOTO JIOKYMEHTa HMEIOT OJIMHAKOBO
PaBHYIO CUJTY U JTOJKHBI HEYKOCHUTEIIBHO COOIIOaThCA.

[Tonutrka uHGOPMAITMOHHONW 0€30MAaCHOCTH JOJKHA B 0053aT€ILHOM TOPSJIKE
NEPUOINYECKU MTEPEUUTHIBATHCS U MIEPECMATPUBATHCA (HE PEKE YEM OJIMH pa3 B Tof).

ExeMecsiuHO TOMKHA IPOBOIUTHCS OILIEHKA TEKYIIETO COCTOSHUASI UMEIOIIMXCS Y
COTPYIHUKOB WH(GOPMAIMOHHBIX pecypcoB. B pesymbrare 5TOH OIEHKH B
COOTBETCTBYIOIIHME IOKYMEHTHI 110 0€30MaCHOCTH JOJKHBI BHOCUTHCS HEOOXOIUMbIE
WU3MEHEHHUS (€CJIM OHU €CTh).

[Ipyu mpoBeneHMHM  KaKUX-JIMOO  HW3MEHEHMM B JAHHBIX  MpaBUjax,
COOTBETCTBYIOIINE W3MEHEHUS, TIPH HEOOXOAMMOCTH, TOJKHBI MPOU3BOIUTHCS U B
JIPYrUX JOKYMEHTaX, Kacarouxcs o0ecrnedeHus: 0e301acHOCTH.

Ecnu BO3HMKIM HENmpeABUACHHBIE OOCTOSITENbCTBA, TPEOYIOIIUE CPOYHOIO
nepecmorpa llonmutukn HHPOPMAIMOHHON OE30MaCHOCTH, TO TaKOM IEPEecMOTp
MOKET OBITh OCYIIECTBJICH JI0 MJIAHOBOTO TIEPECMOTpa.

[Ipy BO3HUKHOBEHHHM CEpPbE3HBIX MPOOJIEM ¢ OE30MaCHOCTHIO CHUCTEMBI
(HampuMep, TpH YCIEITHOM B3JIOME CUCTEMbI 0€30MaCHOCTH) BO3HHKIIAS MpolaemMa
JOJDKHA ~ OBITh ~ HEMEIJICHHO  MpOaHAJIM3UPOBAHA, a  OpPraHU3AIMOHHO-
pacnopsiiuTeNbHbIE  JIOKYMEHTHI 1O  HUHQOpMalMoOHHOW  Oe30macHoCcTH  —
MEPECMOTPEHBI B COOTBETCTBUU C MPOBEICHHBIM aHalu30oM. [Ipu 3TOM HYXKHO
paccMaTpuBaTh MpoOJIEeMy B IIEJIOM W M3JIMUIIHE HE (POKyCHpOBaTh BHUMAaHHE Ha
OT/ICJIbHBIX JCTaNSIX.

Konusa wHacrosmer IlonuTukd JOKHA HAXOAUTHCS B JIOCTYIIHOM IS
corpynaukoB CILI mecTe.
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JIMCT O3HKOMJIEHU A

[Tpukazom KU PT ot No
«ITonuTuka nHPOPMAITMOHHOM 0€30MaCHOCTH CUTYallMUOHHOTO IIEHTPa
INocynapcTBeHHOM xuMIHONM UHCHeKIMU PecryOauku Tatapcran

(HaMEeHOBaHME CTPYKTYPHOIO MOAPA3/IEICHU)

damuansa Umsa

JomxHoCTh
OT1yecTBO

Jlata u nmoanuch
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